Technology Technology-facilitated abuse Image-based abuse

We use technology to keep in touch with family An abusive partner / ex-partner may use If someone has shared, or threatened to share
and friends, for entertainment, online shopping, technology to monitor, abuse and control you, intimate images or videos of you on the internet
research and learning, working remotely, and to especially in a domestic and family violence without your permission, this is called ‘image-
seek help from emergency and support services. situation: based abuse’ and it is wrong. This may cause
For Aboriginal and Torres Strait Islander people, e Constantly calling or texting you, bombarding embarrassment and fear of being judged by your
technology helps us to keep connected to our you with abusive messages and threats. mob.
mob, culture and community. DAt i i i .

e Using social media to humiliate you by posting An intimate image or video is one that shows:

embarrassing or abusive comments. o A person’s private parts ( whether bare or

e Impersonating you by creating a fake profile to covered by underwear)

send abusive messages to you or your family . A private activity such as a person using the
and friends, damaging your relationships. bathroom, undressing, showering, bathing or

e Using GPS, cameras, apps (spyware) and other engaged in sexual activity

tracking devices to monitor your location and o A person without their cultural or religious
activities. attire if they would normally wear such attire
e Logging into, and changing your passwords to in public.
control your online banking accounts, emails
and social media accounts.
RT

e Social isolation: taking away or destroying your
devices to limit communication with your U0
family and friends and other support networks.

Some examples of technology include: e Controlling devices in your house to harass
you.

Mobile phones

o tablets, laptops, and computers @
o Wearables (smartwatches, digital glasses & ‘
fitness bands and trackers)

. Automation in smart homes and in cars

Remember that it is not your fault, and eSafety
can help to get the images removed.

o The internet (including social media and
other online platforms)

Visit esafety.gov.au/women to report image-based
abuse and to access resources and support.




Stay safe online

e Trust your instincts: be alert to tracking devices
and apps. Check your children’s devices as well.

e Use a safe device (a friend’s phone, a new phone
or a library computer) to seek help and
information.

e Change your passwords and PIN numbers often.
Passwords should be hard to guess and you
should have a different password for each online
account.

e Update your privacy and security settings on your
devices and online accounts.

e Turn off location settings on devices and apps if
safe to do so.

e Install antivirus/ malware protection on your
devices, and maintain software updates.

e Learn how to block unwanted contacts.

e Remember to always sign off or log out of online
accounts, don’t just exit/ close the window.

Help is available

e Visit esafety.gov.au/women for
information, help and support.

e | earn how to identify and report
technology-facilitated abuse.

e Find out how to keep your family safe
from online harms.

eVisit 1800respect.org.au or

Call 1800RESPECT (1800 737732) for confidential
counselling and support.

e Call Triple Zero (000) if you are ever in
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CIRCULAR HEAD ABORIGINAL CORPORATION
10 KING ST, SMITHTON TASMANIA
chac.com.au

Technology-facilitated
abuse

Know the signs and seek help and support

immediate danger. ‘b
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